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Man who breached City of Springfield website ordered to serve time; pay for damages

John Anthony Borell 11l of Toledo, Ohio, was sented to three years in federal prison for
breaking into the City of Springfield's website atters in spring 2012.

Borell pleaded guilty to computer fraud in Aprildaagreed to pay $227,000 in damages.
Springfield is in line to receive a payment of $&H1).41.

The 22-year-old, who was linked to the hacker cbNe Anonymous, was sentenced Thursday,
Sept. 12, 2013 for breaking into police and othebsites across the country. In early 2012,
Borell broke into the City's website, www.sprinddieo.gov and a server faitahchiefs.orga
website for Syracuse, N.Y., police; and a sitetlierLos Angeles County Police Canine
Association, according to a signed plea agreement.

The breach in Springfield occurred Feb. 17, 20kppsing the personal information of about
2,100 local residents who had primarily filed oelipolice reports.

City staff temporarily disabled access to 31 onBeevices allowing search and interactive
capabilities, as soon as the City became awateedbteach. City Manager Greg Burris sent a
letter to all individuals whose information was assed by the hacker. Some employees had
utilized those web services, so they may haveralseived a letter notifying them of this breach.
To reduce the risk of harm from this incident, @igy offered the potentially affected individuals
a one-year subscription with Trusted ID, an idgrttieft protection company. About 400
individuals accepted that offer.

Information Systems and Police Department staff bemworked with state and federal law
enforcement agencies to analyze the breach anattakexctive action and the City's site was
fully functional again in March 2012, after sigwe#int security enhancements.

Several changes to the site both enhanced seandtjelped to prevent future breaches. These
changes included: dropping the requirement forad@acurity number entry in the online police
reporting section; building in automatic data tfans out of the system on a weekly basis; and in
certain sections, such as online building perrhitgting the amount of records returned during a
search, while still allowing a citizen to find thdormation that they need.

"We systematically went through every table of emion our public site and thoroughly
analyzed both the functionality and security of site. We think the improvements we made
strike an appropriate balance in providing the uitcess to the information and online
capabilities they desire with the need to protefdrmation,” said Jeff Coiner, Director of
Information Systems.



During sentencing in U.S. District Court in SaltkkeaCity, the defendant was ordered to accept
mental health treatment and stay away from drugswh spend three years on supervised
release after he serves his prison sentence.

For more information, contact Cora Scott at they GitSpringfield, 417-864-1009 or
cscott@springfieldmo.goer Melodie Rydalch, U.S. Attorney's Office in Utd@l91-325-3206 or
Melodie.Rydalch@usdoj.gov




